Wren’s Nursery Acceptable Use and Online Safety Policy
Rationale
The internet and digital technology are valuable tools for learning, communication and the day-to-day running of the nursery. However, their use also presents safeguarding, data protection and reputational risks.
This policy ensures that all staff, children and families are protected when using digital devices, online services and electronic communication.
Aims
· To safeguard children from online harm
· To protect children’s personal data
· To ensure staff behave professionally online
· To support safe, appropriate use of technology
Acceptable Use by Staff
Email and Communication
· Staff must only use the nursery email system for nursery business.
· Personal email accounts must not be used to communicate with parents or carers. The nursery Manager may provide a personal email account for emergency contact during holiday periods. 
· Any emergency out-of-hours contact will only be provided by the Nursery Manager or authorised senior staff.
Social Media and Online Conduct
Staff must not:
· Post any information, photos or comments about the nursery, children or families on social media
· Identify themselves as working at Wren’s Nursery in a way that could bring the setting into disrepute
· Post negative, offensive or inappropriate material
Staff are reminded that their online behaviour outside of working hours can affect their professional reputation and the reputation of the nursery.
Mobile Phones, Cameras and Storage Devices
· Personal mobile phones, cameras, USB sticks and memory cards must not be used to take, store or transfer any nursery-related information or images.
· Only nursery-owned devices may be used to photograph or record children.
· Images must only be downloaded to the nursery’s secure system.
· All use of devices must follow the Mobile Phone and E-Safety Policies.
Misuse of Technology
Any breach of this policy must be reported immediately to the Nursery Manager.
If the concern involves the Manager, it should be reported to the Deputy Manager or Directors.
Breaches will be investigated and may result in action under the nursery’s Disciplinary Procedure.
Use of the Internet with Children
· All websites, apps and digital content must be checked for suitability before use.
· Children must always be supervised when using technology.
· Staff must role-model safe and responsible online behaviour.
· Privacy and security settings must be enabled on all devices.
If inappropriate material is accidentally accessed:
· The incident must be reported immediately to the DSL or Deputy DSL
· The incident must be logged
· The material must not be copied, saved or shared under any circumstances
Safeguarding and Reporting
All online-safety or digital safeguarding concerns must be reported to the Designated Safeguarding Lead (DSL) or Deputy DSL without delay.
Online Risks for Young Children
Young children may be vulnerable to risks including:
Content
· Exposure to upsetting, frightening or harmful images or videos
· Accessing unsuitable material accidentally or deliberately
· Sharing personal or location information
· Making in-app purchases
Contact
· Being contacted by strangers
· Being abused or groomed online
· Sharing personal images or information
Conduct
· Using inappropriate language
· Being unkind or bullying
· Copying harmful behaviours
· Sharing inappropriate images
Staff must remain vigilant and support children to develop safe, age-appropriate digital awareness.
Legal Framework
This policy is informed by:
· EYFS 2023
· Keeping Children Safe in Education
· UK GDPR and Data Protection Act 2018
· Working Together to Safeguard Children

